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IT MANAGEMENT AND CYBER SECURITY | IMCS-026

Endpoint Security and Mobile Device
Management
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Why Attend

Laptops, smartphones and tablets are used everywhere and are frequent targets for attackers. Securing and
managing endpoints is essential, especially with remote and hybrid work.

This Aractech course covers endpoint threats, endpoint protection and detection tools, device hardening,
patching, mobile device management, bring-your-own-device policies, data protection on devices, remote
wipe and endpoint incident response. Participants design an endpoint security strategy.

Course Methodology

* Technical presentations
* Tool demonstrations

* Policy workshops

* Case studies

* Design exercise

Course Objectives

» Identify endpoint and mobile threats

* Select endpoint protection and detection tools
» Harden and patch devices

 Implement mobile device management

* Define BYOD and acceptable use policies

» Respond to endpoint incidents

Target Audience

* IT security staff

» Desktop and mobility administrators
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* IT managers

* Help desk leads
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Detailed course outline

Day-by-day outline for Endpoint Security and Mobile Device Management.

Day 1 - Endpoint Threats

* 09:00-09:39 | Endpoint landscape

* 09:39-10:18 | Malware

* 10:18-10:57 | Phishing

» 10:57-11:00 | Lost and stolen devices

* 11:00-11:30 | Coffee break

» 11:30-12:05 | Lost and stolen devices (continued)
* 12:05-12:43 | Remote work risks

* 12:43-14:00 | Exercise: Threat review

Day 2 - Endpoint Protection

* 09:00-09:34 | Antivirus to EDR

* 09:34-10:41 | Application control

* 10:41-11:00 | Encryption
*11:00-11:30 | Coffee break

* 11:30-11:45 | Encryption (continued)
©11:45-12:19 | Firewalls

» 12:19-12:53 | Selection

* 12:53-14:00 | Demonstration: EDR console
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Detailed course outline

Day-by-day outline for Endpoint Security and Mobile Device Management.

Day 3 - Hardening and Patching

* 09:00-09:39 | Baselines

¢ 09:39-10:18 | Patch management

» 10:18-10:57 | Configuration management

* 10:57-11:00 | Privilege management

* 11:00-11:30 | Coffee break

» 11:30-12:05 | Privilege management (continued)
 12:05-12:43 | Monitoring

* 12:43-14:00 | Workshop: Hardening baseline

Day 4 - Mobile Device Management

* 09:00-09:39 | MDM and UEM

* 09:39-10:18 | Enrolment

» 10:18-10:57 | Policies
+10:57-11:00 | BYOD
*11:00-11:30 | Coffee break

* 11:30-12:05 | BYOD (continued)
» 12:05-12:43 | Data separation

» 12:43-14:00 | Exercise: BYOD policy
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Detailed course outline

Day-by-day outline for Endpoint Security and Mobile Device Management.

Day 5 - Response and Strategy

¢ 09:00-09:45 | Endpoint incident response
* 09:45-10:30 | Remote wipe

* 10:30-11:00 | Metrics

* 11:00-11:30 | Coffee break

¢ 11:30-11:45 | Metrics (continued)

» 11:45-12:30 | User awareness

* 12:30-13:15 | Roadmap

» 13:15-14:00 | Capstone: Endpoint security strategy
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Available seminar dates

Live dates and pricing for Endpoint Security and Mobile Device Management generated from the course details

page.
Date Location Format Fee
2 - 6 November 2026 Amsterdam Classroom €2,830
21 - 25 December 2026 London Classroom €2,315
18 - 22 January 2027 Paris Classroom €3,825
15 - 19 February 2027 Frankfurt Classroom €1,875
15 - 19 March 2027 Barcelona Classroom €2,815
19 - 23 April 2027 Barcelona Classroom €2,815
17 - 21 May 2027 Rome Classroom €3,460
21 - 25 June 2027 Munich Classroom €3,225
19 - 23 July 2027 Amsterdam Classroom €2,830
16 - 20 August 2027 London Classroom €2,315
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Semlnar dategzs4s

Available seminar dates

Live dates and pricing for Endpoint Security and Mobile Device Management generated from the course details

page.
Date Location Format Fee
20 - 24 September 2027 Paris Classroom €3,825
18 - 22 October 2027 Frankfurt Classroom €1,875
15 - 19 November 2027 Barcelona Classroom €2,815
20 - 24 December 2027 Barcelona Classroom €2,815
2 - 6 November 2026 Online / Live Online / Live €1,815
21 - 25 December 2026 Online / Live Online / Live €1,815
18 - 22 January 2027 Online / Live Online / Live €1,815
15 - 19 February 2027 Online / Live Online / Live €1,815
15 - 19 March 2027 Online / Live Online / Live €1,815
19 - 23 April 2027 Online / Live Online / Live €1,815
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Semlnar dategzs4s

Available seminar dates

Live dates and pricing for Endpoint Security and Mobile Device Management generated from the course details

page.
Date Location Format Fee
17 - 21 May 2027 Online / Live Online / Live €1,815
21 - 25 June 2027 Online / Live Online / Live €1,815
19 - 23 July 2027 Online / Live Online / Live €1,815
16 - 20 August 2027 Online / Live Online / Live €1,815
20 - 24 September 2027 Online / Live Online / Live €1,815
18 - 22 October 2027 Online / Live Online / Live €1,815
15 - 19 November 2027 Online / Live Online / Live €1,815
20 - 24 December 2027 Online / Live Online / Live €1,815
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